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Introduction 

• What is BE-QCI consortium and Belnet
• BE-QCI : https://beqci.eu/



Jo Segaert - Belnet































CEDRIC BRUYNSTEEN  - IMEC  - U-Gent  ID-LAB



IDLAB, IMEC RESEARCH GROUP AT GHENT UNIVERSITY AND ANTWERP UNIVERSITY – PUBLIC

Beqci - Ghent use case
CEDRIC BRUYNSTEEN
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Comparing technologies

Discrete Variable QKD Continuous Variable QKD 

 Sensitive to stray light

 Slow detection speed

 Easier network integration 

 Use of established sub-components

Single photons Weak coherent optical signal

+100 km range

First protocol established in 1984 First protocol established in 2002

<100 km range



Comparing technologies

Continuous Variable QKD 

 Easier network integration 

 Use of established sub-components

Weak coherent optical signal

First protocol established in 2002

<100 km range

LuxQuanta® NOVA LQ®

TECHNOLOGY OF CHOICE FOR GHENT USE CASES



Overview Ghent use cases

Highlight strengths of CV-QKD technology

 Co-existence of traditional telecom data with QKD

 High-speed QKD using custom integrated circuits



Setup
Use case 1: Co-existence

Optical spectrum

QKD 
+

Classical

Filtered
QKD 

Filtered
Classical 

4 x 56 GBaud PAM4 
(O-Band CWDM)

LuxQuanta CV-QKD 
(1550nm) +

Work submitted to European Conference on Optical Communications (ECOC 
2024) 



Results
Use case 1: Co-existence

QKD 
+

Classical

QKD 
+

Classical
QKD

No meaningful impact 
of the strong classical data 

channels on the performance of 
the 

QKD link!



Motivation

►More robust
►Compact

►Higher speed
►Lower noise

►Cost effective

Currently commercially available

Table-top experiments Discrete components in rack Chip based solution

Integration

Use case 2: Integrated QKD



Use case 2: Integrated QKD
Previous results

Standard telecom modulation schemes

High symbolrate
8 GBaud & 10 GBaud

Secret Key Rate
737 Mb/s @ 5km 
315 Mb/s @ 10km

arXiv:2305.19642 (quant-ph), 
https://doi.org/10.48550/arXiv.2305.19642

https://doi.org/10.48550/arXiv.2305.19642
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Lotfi Guedria - CETIC



Centre d’Excellence en Technologiesde
l’Informationet de la Communication

www.cetic.be

BeQCI CETIC’s QKD PoC:

QKD enabled communications for Industrial IoT middleware 

June 5th , 2024

Lotfi GUEDRIA

R&D Department Manager
Embedded & Communicating Systems



DMWay middleware overview



(I)IOT data sources (I)IOT data 
consumers
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Need for evolvability (evolution capable) : What it means?

Able to follow/support the life cycle 
(of a solution):

Assessment, implementation, PoC, 
adoption/mainstreaming, operation

Offering adaptability mechanisms: 
extensibility and interfacebility:

(Easily) Add, modify or remove/replace 
features

Ability for system to develop / grow 
in a controlled way (Natively 
"scalable") 

 Keeping complexity under control
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(I)IOT data sources (I)IOT data
consumers

The Universal (I)IoT Data Manager At The Edge



DMWay – Specialized modules 
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• Built-in data modelling
• Specific data semantics 

handling
• Encoders/decoders, 

Mappers and translators 
• Connectors
• Custom jobs
• Persistancy

https://app.diagrams.net/?page-id=DfI4PSliBe4FMqODBVjy&scale=auto#G1aKBKI6J9sBw5d9rieND-cQWqt2dKLYwi


…Enabling to easily build evolvable and flexible setups for (I)IoT 
data management and integration… mainly by configuration
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https://app.diagrams.net/?page-id=2JXXXkJb7A0-K1G5d-tr&scale=auto#G1MHeQxpeBnU_UbwJCW60TSKed00mluJ1G


CETIC/DMWay – Specialized middleware for management of heterogenous (I)IoT data
modular, composable, interfaceable

Easily connectable and composable modules

Specialized 
modules toolbox

Heterogenous objects 
exposing data points 

 sensors / actuators using 
a variety of interfaces & 

protocols

Data
 Multiplexing
 Working
 Augmentation

Distribution

 Remote applications
 Databases
 …

https://www.cetic.be/dmway
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https://app.diagrams.net/?page-id=2JXXXkJb7A0-K1G5d-tr&scale=auto#G1MHeQxpeBnU_UbwJCW60TSKed00mluJ1G
https://app.diagrams.net/?page-id=DfI4PSliBe4FMqODBVjy&scale=auto#G1aKBKI6J9sBw5d9rieND-cQWqt2dKLYwi
https://www.cetic.be/dmway


QKD & 
DMWay middleware-based communications
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Deployment example with architecture evolution support 

Data stream 
to be 

HIGHLY 
secured

normally 
secured data 

stream



PoC Overview



QKD enabled communications with DMWay middleware
Site A
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QKD enabled communications with DMWay middleware
Site B
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QKD enabled communications with DMWay middleware
Full PoC
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QKD enabled communications with DMWay middleware
Full PoC – multi (>2) site
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48CONFIDENTIEL

USECASE: 
KQD enabled security for inter-middleware communications

• Showcase goal : QKD support for secured communication between
geographically distributed instances of DMWay middleware

• demonstrator involving  DMWay instances communicating through secure links
and exploiting quantum keys:
• One master and 1 slave;  (further slaves/sites in the future)

• Showcase management of different streams of data exploiting QK :
•(Sensor) data collected from remote instance of DMWay
•(System monitoring) data with figures on the Quantum Keys exchanged: 

• id,
• lifespan,
• other attributes that make sense coming from QKD system



linkedin.com/company/cetic

info@cetic.be 

+32 71 159 362

twitter.com/@CETIC 
twitter.com/@CETIC_be

www.cetic.be

Aéropole
Avenue Jean Mermoz 28
6041 Charleroi - Belgique

R&D Department Manager

+32 488 238 283

Lotfi GUEDRIA

Thank You

Lotfi.Guedria@cetic.be
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